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Where do the Guidelines fit?

Describe data collection requirements,
_ types of data, properties, and system
Define the scope of architecture and data security sensitivity.
e-Diagnostics.

Data

Size the network

Taxonomy bandwidth
Create quidelines, - requirements at the
: Capability :
share best practices,
drivpe Taxonomy Network device

commercialization of
open architecture,
Internet based
access for suppliers
to monitor
equipment, provide
improved uptime,
optimize PMs, and
reduce MTTR.

Bandwidth manufacturer’s site

E-Diagnostics
Guidelines )

Define the data
set transmitted to
or viewed by a
supplier under

Data
Model
Security

Single
Wire
Interface

what security
given the
sensitivity of the
data and the
urgency of the

Protocol
Define requirements for Definition
physical and logical e-
Diagnostics connection to

the tool, particularly related Define the protocol requirements

problem.
to existing tool control for moving data gmong_the tool,
systems fab storage, supplier, active remote
: operations and passive remote INTERNATIONAL
operations.

SEMATECH

Page 2 10/25/2000 1:38 PM j\stndpres\template\IntST.ppt - 2



Guideline Development Timeline

Guidelines developed by Guidelines Ratified

IC makers and ratified 6/28/00 - 80+ attendees at the face to face

by Tool Manufacturers « Tool Manufactures, IC

Makers, ISMT Directs

Guidelines completed
6/15/00 — _

http://www.sematech.org/public/resources/ediag/index.htm

1 Page document available at

ISMT Kick-off

— Consistent participation by IC
Makers + ISMT directs D 5/1 1/00

— Scope limited to e-Diagnostics

guidelines as the first deliverable SER!T'ZLVI}:EEVI/:IL
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e-Diagnostics Scope and Definition

Scope:

— This capability must be available for 200mm and 300mm Fab equipment,
Probe/Assembly/Test equipment, and key Facilities equipment.

e-Diagnostics definition:

— Capability to enable an authorized equipment supplier's field service person
to access any key production or facilities equipment from outside the IC
maker's facility/factory via a network or modem connection.

— Access includes ability to remotely monitor, diagnose problems or faults,
and configure/control the equipment in order to bring it into full productive

state rapidly, within security and safety guidelines.
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e-Diagnostics Guideline Description _

Safety and Security:

—Safety is imperative. Potential
solutions must address worker,
product, and equipment safety. An
operational interlock is required to
ensure safety.
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e-Diagnostics Guideline Description
Safety and Security (con’t):

— Data security Is paramount. Potential solutions must
address network, communications, data encryption
and other relevant issues. Only authorized
personnel may be able to access the view based,
relevant data to perform diagnosis.

Examp|61 Controlled access point

Remote Access

Fab Side Supplier Side Server

'

Network and
communication
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"
security . Secure Control and Data Access (4

A

i T Data encryption, network and
Local Data Collection communication security

' and Access Server
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e-Diagnostics Guideline Description _

Safety and Security (con’t):

— Remote data and control access must be selectively
provided. Therefore the e-Diagnostic system must
have built-in capability that determines when to allow
specific remote functions to be executed based on
specific states or condition of the equipment.

" Security via local
Example- Remote Access

server in the Fab DMZ

Fab Side ‘ Supplier Side Ser:;r

Allows remote OO N T e °
execution based on {.... % OO
ﬁecure Control and Data Access |{[Z/

+

equipment state >

v £7 i A Local Data Collection

and Access Server
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e-Diagnostics Guideline Description _

Architecture:

— The solutions must support remote accessibility of
equipment diagnostic data from outside the IC
maker's firewalls. Two-way communications
between these two locations is needed to support
Interactive problem solving.

Example' Security via local
server in the Fab DMZ Remote Access
Fab Side ‘ Supplier Side Ser:;r
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T - Secure Control and Data Access |4
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e-Diagnostics Guideline Description _

Architecture (con’t):

— The solutions must permit sharing of key diagnostics
and monitoring data between multiple factory and
supplier sites on an as-needed basis to enable remote
detection of issues and proactive trouble-shooting.

Supplier Site A:
Example: Supplier Side A Remote Access Server

Fab Side Fab side DMZ :

&7 i | (factory 1)
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e-Diagnostics Guideline Description _

Architecture (con’t):

— The solutions must enable predictive
maintenance, including notification when
equipment will need service or repair.

Example:

Security via local
server in the Fab DMZ Remote Access

Fab Side ‘ Supplier Side Ser:;r
Predictive = ;!IIII; I EEFI IIIII e DO S
maintenance f=="""" OO0 . Secure Control and Data Access {1 O

notification

v £7 i A Local Data Collection

and Access Server
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e-Diagnostics Guideline Description _

Architecture (con’t):

— e-Diagnostics solutions must be implemented
using an open architecture based on
mainstream computer technologies, non-
proprietary standards and data models.

Example:
Open Architectures Remote Access
Fab Side Supplier Side server
Open equipment faessEli ga s aaat o
cgmmunication .-:-E-E-:-: ,E?LEEE
standards Snnn . Secure Control and Data Access L4
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i Internet
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e-Diagnostics Guideline Description _

Collaboration:

— The solutions must provide the same equipment
monitoring/diagnostics data at the local and remote
sites. ldentical representations and user interfaces at
both sites are highly desired.

Example:

Fab side : Supplier side
capabilities and equivalent capabilities and
user interfaces user interfaces

Fab Side T ---------- Supplier Side
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e-Diagnostics Guideline Description _

Collaboration (con’t):

— The solutions must enable run-time data collection,
storage, and retrieval. The e-Diagnostics system must
enable analysis of this data and decision support

capability.

Example:

Data storage + analysis
and decision support

Data storage + analysis
and decision support

capabilities capabilities
R S Supplier Side
(o e | == 00
008 |=_
Runtime data Lm O EEecure Control and Data Access (4 @
collection S :J#;#. T

iﬂA

Local Data Collection
and Access Server

K

Remote Access
Server

INTERNATIONAL

SEMATECH

Page 1310/25/2000 1:38 PM j\stndpresitemplate\intST.ppt - 13




e-Diagnostics Guideline Description _

Collaboration (con’t):

— The solutions must allow audio-visual collaboration
such as video teleconferencing or video over Internet
Protocol to enable remote experts to view/diagnose
equipment and sub-assembly problems in real-time and
communicate with factory personnel.

Example:
Fab Side Supplier Side

Local
Audio / Video

Statlon Remote

Security via secure video, Audio / Video

audio, and file x-fer\ Station \

. : . Y
Q‘é Vldeo, Audio, and Document Sharing =
<'S L
. J
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Guideline Summary

 e-Diagnostic guidelines rapidly developed by
the IC maker community
— Pre-competitive documentation of the vision

 Tool Manufacturers joined the effort and
ratified the guidelines

— Membership has broadened to also include the
software supplier community

e Focus is now on best practices and
standards development

— Being developed jointly by IC makers, Tool
Manufacturers, and software suppliers
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