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Meeting Agenda

e-Diagnostics Meeting

e-Diagnostics Seminar
Connectivity

Mark Pendleton, domainLogix
mark.pendleton@domainlogix.com,    (858)-453-0782
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Agenda
• The Connectivity Team

– Charter
– Participation
– Milestones

• Analysis results to date
– Capability review
– System overview
– Use Cases & Analysis

• Summary
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Connectivity Team – Charter

• Charter
– Develop preliminary e-diagnostics system software specifications 

for each identified capability, in accordance with the e-diagnostics 
capability and data taxonomies.

• In Scope
– Identification and definition of e-diagnostics system requirements
– Definition of e-diagnostics software design specifications

• Out Of Scope
– E-diagnostics business model definition
– E-diagnostics business value definition
– E-diagnostics security infrastructure definition
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Connectivity Team – Participation
Participant Weekly 

Time 
Commit

Duration Team Role Background

Equipment Supplier 10-20% Jan –
Mar

Requirements 
definition

Knowledge of e-diagnostics 
goals, information needs of 
support job functions at company, 
company security and IP issues

Equipment Subsystem 
Supplier (e.g., pumps, 
abatement systems, etc.)

10-20% Jan –
Mar

Requirements 
definition

“

Manufacturer 10-20% Jan –
Mar

Requirements 
definition

“

Supplier Software Engineer / 
Architect

30-40% Jan –
Mar

Analysis and 
design

Knowledge of e-diagnostics 
goals, familiarity with web, 
security, database, and 
application development 
technologies, familiarity with 
SEMI software standards, 
semiconductor equipment control 
and interfacingManufacturer Software 

Engineer / Architect
30-40% Jan –

Mar
Analysis and 
design

“

3rd Party Software Engineer / 
Architect

30-40% Jan –
Mar

Analysis and 
design

“

International SEMATECH 
representative

5-10% Jan –
Mar

Guidance and 
steering

Involvement in e-diagnostics 
roadmap definition, prototyping 
efforts
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Connectivity Team – Milestones

• Current work scope represents a second 
iteration on e-diagnostics system definition

• First iteration (as the Protocol Definition 
team) identified 12 use cases

– Detailed 7 use cases to develop essential criteria 
and communication protocol recommendations

• First iteration results completed December, 
2000

– See the Protocol Definition section of the Guidebook
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Connectivity Team – 2001 Milestones

Rev 0
Rev 1

January February March Q2 Q3

Identify

Specify

Analyze

Identify

Specify

Analyzef2f

• System model overview
• Remote tool sessions
• Administration
• Steady state data collection
• Live equipment status viewing
• Historical reporting

• Sign-on/off
• Collaboration
• File transfer

Semi winter 
standards

March 18-22
Semicon 

west
July 16-20

Design
Revisions:
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Capability Review

Capability Taxonomy
Level 0: Connection

Basic remote connectivity with connection 
management.

Level 1: Collection and Control
Remote Performance Monitoring and 
Remote Operation

Level 2: Analysis
Automated Data Reporting and Analysis

Level 3: Prediction
Predictive Maintenance, Self Diagnosis, 
and Automated Notification

Level 4: Correlation
Cross-tool correlation

~85% of essential 
communication 
infrastructure

• Authorize new user
• Sign on
• Sign off
• Collaborate
• Transfer files

Level 0

• Conduct a Remote Tool Session
Level 1

Note:
Use Case development is ongoing – titles in flux

Current iteration focus:
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System 
Overview

Equipm ent 
Engineer

(f rom Factory )

Equipm ent 
Technician
(f rom Factory )

Process Engineer

(f rom Factory )

Industrial 
Engin eer

(f ro m Fa ct ory )

Manufacturing 
Manager

(f rom Fact or y )

Application Support 
Spe ciali s t

(f rom Supplier)

Technical Support 
Specialis t

(f rom Supplier)

Field Service Support 
Specialis t

(f rom Supplier)
Tool Engineer

(f ro m Su pp li er )

To ol Analys t

(f rom Suppli er )

Eq uipment 
Operator

(f rom Factory )

Manufacturer

(f rom Factory )

Application 
Engineer

(f ro m Su ppli er )

Supplier

(f ro m S upp lier)

Use Case Diagram: Use 
Cases / Main

Use Case Diagram: Use 
Case View / Level 0

e-diagnostics Actors

Associated diagrams:

Tool

(f rom Factory )

MES
(f rom Factory )

Host

(f rom C ommon)

Participant

(f rom Commo n)
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System 
Overview

Current iteration 
focus:

Authorize New User
<<capability level 0>>

Revoke Authorization of Supplier 
Personnel

<<capability level 0>>

Collaborate
<<capability level 0>>

Down load  Fi le s
<<capability level 0>>

Monitor Rem ote Equ ipm ent 
Operation in Real Tim e

<<capabi lity level 1>>
Activate Data Collection
<<capabi lity level 1>>

Autom ated Data Reporting and 
Analys is

<<capability level 2>>

Predi ctive/Proactive Equip ment 
Self-Diagno s is

<<capability level 3>>
Decis ion Logic

<<capability level 3>>

Sign Off
<<capabi lity level 0>>

Sign On
<<capability level 0>>

Conduct a Remote Tool Sess ion
<<capability level 1>>

Use Cases by Capability Level

Use Case Diagram: 
Actors /  M ain

Use Case Diagram: Use 
Case V iew /  Level 0

Associated diagrams:

Upload  Fi le s
<<capability level 0>>

Stage Files  for Download
<<capability level 0>>

Mod ify s taging
<<capability level 0>>

Rem ove Uploaded Files
<<capability level 0>>

Trans fer Files  to Tool
<<capability level 0>>
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Example Troubleshooting Scenario

Sign on to the 
system

Man ufac turer contacts  suppl ie r with h elp 
needed on a c riti cal  d own  tim e fi x

Attempt to troubleshoot 
problem in consultation 
with manufacturer by 
reviewing configuration 
files, specs, etc.  
Determine more detailed 
analysis is required.

Obtain a copy of 
log/data files for local 
analysis to determine 
root cause

Root cause involves O/S 
tuning and reconfiguration.  
Manufacturer approves 
console access. Supplier 
accesses tool 
console, reconfigures, and 
restarts.  Problem is solved.

Sign off system

Download Fi les
<<capability level 0>>

(f rom Use Cases)

Supplier

(f rom Supplier)

Collab orate
<<capability level 0>>

(f rom Use Cases)

Conduct a Rem ote Tool Sess ion
<<capability level 1>>

(f rom Use Cases)

Sign On
<<capability level 0>>

(f rom Use Cases)

Sign Off
<<capability level 0>>

(f rom Use  Case s)

Manufa ctu rer

(f rom Factory )

System 
Overview

Note:
Participating actors may all be 
manufacturers at different sites or all 
suppliers inside and outside the 
factory, or any imaginable 
permutation
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Use Case – Authorize New User

Fab 
Intranet

Fab 
Intranet

Manufacturer 
Firewall

Supplier 
Firewall

Supplier 
Intranet

Supplier 
IntranetInternetInternet

Capability Taxonomy
Level 0: Connection

Basic remote connectivity with connection 
management.

Level 1: Collection and Control
Remote Performance Monitoring and 
Remote Operation

Level 2: Analysis
Automated Data Reporting and Analysis

Level 3: Prediction
Predictive Maintenance, Self Diagnosis, 
and Automated Notification

Level 4: Correlation
Cross-tool correlation

• Single point of access, authorization

• Heterogeneous h/w & s/w

• Encrypt-able

• Support group concepts

• Support designated admins

Essential Criteria

Protocol Recommendation
• HTTP on SSL

• Working with security team (looking at 
PKI + LDAP)

Pre-conditions: • Authorized Administrator

Post-conditions: • User has unique identity known to 
system + privileges
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New User

 : Adm inis trator
 : eDiagAdm inUI  : Author izer  : Auditor  : Account

addUser(nam e, contacts , privileges )

addUser(nam e, contactInfo, privileges)

create Ne w(nam e, con tacts , privile ges )

recordAction( )

Confirm

adm inis trator provides  
the details  of new 
user to be added

Sys tem  creates a 
new user record wi th 
the user ID and 
privi leges

Success! the user 
has been added to 
the system

Add user activity 
is logged
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Use Case – Sign On

Fab 
Intranet

Fab 
Intranet

Manufacturer 
Firewall

Supplier 
Firewall

Supplier 
Intranet

Supplier 
IntranetInternetInternet

Capability Taxonomy
Level 0: Connection

Basic remote connectivity with connection 
management.

Level 1: Collection and Control
Remote Performance Monitoring and 
Remote Operation

Level 2: Analysis
Automated Data Reporting and Analysis

Level 3: Prediction
Predictive Maintenance, Self Diagnosis, 
and Automated Notification

Level 4: Correlation
Cross-tool correlation

• Single point of access, 
authorization

• Heterogeneous h/w & s/w

• Encrypt-able

Essential Criteria

Protocol Recommendation
• HTTP on SSL

• Working with security team 
(looking at PKI + LDAP)

Pre-conditions: • Authorized

Post-conditions: • User has access to system, 
according to authorization
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Sign On
 : ediagUI  : Au thor izer  : Account : Auditor : Supplier

signOn( )

Actor attempts to 
sign on to the 
system

signOn( )

System validates that 
actor is permitted access

getGroupMembership( )

getPrivileges( )

recordAction(logon, mem bership, privileges  )

Sys tem  records 
s ign on activi ty

Acces s ApprovedAct or is granted 
access to system

retrieveAccount( )

Sequence Diagram: Sign 
On / Sign On Failure



03/26/2001 3:56 PM j:\stndpres\template\IntST.ppt - 15

Use Case – Sign Off

Fab 
Intranet

Fab 
Intranet

Manufacturer 
Firewall

Supplier 
Firewall

Supplier 
Intranet

Supplier 
IntranetInternetInternet

Capability Taxonomy
Level 0: Connection

Basic remote connectivity with connection 
management.

Level 1: Collection and Control
Remote Performance Monitoring and 
Remote Operation

Level 2: Analysis
Automated Data Reporting and Analysis

Level 3: Prediction
Predictive Maintenance, Self Diagnosis, 
and Automated Notification

Level 4: Correlation
Cross-tool correlation

• Single point of access, 
authorization

• Heterogeneous h/w & s/w

• Encrypt-able

Essential Criteria

Protocol Recommendation
• HTTP on SSL

• Working with security team 
(looking at PKI + LDAP)

Pre-conditions: • Signed on

Post-conditions: • User has no further access to 
system
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Sign Off
 : ediagUI  : UserManager  : Account : Auditor : Supplier

Actor executes 
command to sign off 
of the system

System validates that the 
user is infact logged on

Sys tem  records 
s ign off activit y

Actor is signed off of 
the system; must 
execute sign on to run 
further activities

System updates 
t he s tat us of the 
current user, from 
signed on to 
signed off

signOff( )

signOff( )

recordActi on(lo g off, ti m estamp)

updateAccount( )

DisplayMessage()

System  identifies  that 
t here are no current 
activi ties for this user

identifyActivities( )
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Use Case – Stage Files for Download

Fab 
Intranet

Fab 
Intranet

Manufacturer 
Firewall

Supplier 
Firewall

Supplier 
Intranet

Supplier 
IntranetInternetInternet

Capability Taxonomy
Level 0: Connection

Basic remote connectivity with connection 
management.

Level 1: Collection and Control
Remote Performance Monitoring and 
Remote Operation

Level 2: Analysis
Automated Data Reporting and Analysis

Level 3: Prediction
Predictive Maintenance, Self Diagnosis, 
and Automated Notification

Level 4: Correlation
Cross-tool correlation

• Single point of access, authorization

• Multiple data formats

• Heterogeneous h/w & s/w

• Ability to specify continuous update

• Ability to set storage limitations

• Ability to restrict “stageable” files

• Staged files stored off-tool

Essential Criteria

Protocol Recommendation
• New to this iteration

Pre-conditions: • Signed on

• Authorized to stage files

Post-conditions: • Files available for download
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Use Case – Download Files

Fab 
Intranet

Fab 
Intranet

Manufacturer 
Firewall

Supplier 
Firewall

Supplier 
Intranet

Supplier 
IntranetInternetInternet

Capability Taxonomy
Level 0: Connection

Basic remote connectivity with connection 
management.

Level 1: Collection and Control
Remote Performance Monitoring and 
Remote Operation

Level 2: Analysis
Automated Data Reporting and Analysis

Level 3: Prediction
Predictive Maintenance, Self Diagnosis, 
and Automated Notification

Level 4: Correlation
Cross-tool correlation

• Single point of access, authorization

• Multiple data formats

• Heterogeneous h/w & s/w

• Encrypt-able

• Ability to control access by company, 
geography, site, etc.

• Only staged files can be downloaded

• Equipment computer resources do not 
participate in the download

Essential Criteria

Protocol Recommendation
• FTP/HTTP on SSL

Pre-conditions: • Signed on

• Authorized for download

Post-conditions: • Requested files are downloaded
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Use Case – Upload Files

Fab 
Intranet

Fab 
Intranet

Manufacturer 
Firewall

Supplier 
Firewall

Supplier 
Intranet

Supplier 
IntranetInternetInternet

Capability Taxonomy
Level 0: Connection

Basic remote connectivity with connection 
management.

Level 1: Collection and Control
Remote Performance Monitoring and 
Remote Operation

Level 2: Analysis
Automated Data Reporting and Analysis

Level 3: Prediction
Predictive Maintenance, Self Diagnosis, 
and Automated Notification

Level 4: Correlation
Cross-tool correlation

• Single point of access, authorization

• Multiple data formats

• Heterogeneous h/w & s/w

• Encrypt-able

• Uploaded files not stored on tools

• Require separate privilege to upload 
files to tool computers

• Ability to enforce storage limits

• Ability to specify file storage lifetime

Essential Criteria

Protocol Recommendation
• New to this iteration

Pre-conditions: • Signed on

• Authorized to upload

Post-conditions: • Files uploaded to e-diagnostics 
system
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Use Case – Transfer Files to Tool

Fab 
Intranet

Fab 
Intranet

Manufacturer 
Firewall

Supplier 
Firewall

Supplier 
Intranet

Supplier 
IntranetInternetInternet

Capability Taxonomy
Level 0: Connection

Basic remote connectivity with connection 
management.

Level 1: Collection and Control
Remote Performance Monitoring and 
Remote Operation

Level 2: Analysis
Automated Data Reporting and Analysis

Level 3: Prediction
Predictive Maintenance, Self Diagnosis, 
and Automated Notification

Level 4: Correlation
Cross-tool correlation

• Single point of access, authorization

• Multiple data formats

• Heterogeneous h/w & s/w

• Transferred files placed in a single 
location specifically for uploads

• Ability to restrict privilege by company, 
geography, site, etc.

Essential Criteria

Protocol Recommendation

• New to this iteration

Pre-conditions: • Signed on

• Authorized to transfer to tool

Post-conditions: • File(s) Transferred to tool 
computer(s)
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Use Case – Collaborate

Fab 
Intranet

Fab 
Intranet

Manufacturer 
Firewall

Supplier 
Firewall

Supplier 
Intranet

Supplier 
IntranetInternetInternet

• Shared file viewing

• Encrypt-able

• Participants able to selectively 
share information

• Multiple simultaneous 
participants

• Support for meeting host role

Essential Criteria

Protocol Recommendation
• T.120 over TCP

Capability Taxonomy
Level 0: Connection

Basic remote connectivity with connection 
management.

Level 1: Collection and Control
Remote Performance Monitoring and 
Remote Operation

Level 2: Analysis
Automated Data Reporting and Analysis

Level 3: Prediction
Predictive Maintenance, Self Diagnosis, 
and Automated Notification

Level 4: Correlation
Cross-tool correlation

Pre-conditions: • User is authenticated

• Max session count not exceeded

Post-conditions: • Real time n-way collaboration 
session established
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Use Cases – Conduct a Remote Tool Session

Fab 
Intranet

Fab 
Intranet

Manufacturer 
Firewall

Supplier 
Firewall

Supplier 
Intranet

Supplier 
IntranetInternetInternet

Capability Taxonomy
Level 0: Connection

Basic remote connectivity with connection 
management.

Level 1: Collection and Control
Remote Performance Monitoring and 
Remote Operation

Level 2: Analysis
Automated Data Reporting and Analysis

Level 3: Prediction
Predictive Maintenance, Self Diagnosis, 
and Automated Notification

Level 4: Correlation
Cross-tool correlation

• Fab can authorize/deny any 
operations

• Fab can abort session at any time

• Single sign-on for like tools

• Proxy-friendly

Essential Criteria

Protocol Recommendation

• SSL on TCP

Pre-conditions: • Authenticated, authorized

Post-conditions: • User able to view equipment 
config/state

• User able to change equipment 
config/state

• Equipment in non-production state
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Conduct a Remote Tool Session
 : 

Manufacturer
 : ediagUI  : Sess ionRequestor  : Authorize r  : Sess ionCop

requestSess ion(aTool )

requestSess ion(aTool)

System validates 
that asession can 
be initiated with 
the requested tool

s tartSess ion(aTool )

startSession(aTool )

isToolHelpNeeded(aTool)

newSess ionAllowed( )

 : 
Manufacturer

 : Sess ionReques tor  : ToolSessionManager : Auditor : ediagUI

startSes sion( )

Session Started

recordAction( )
Sys tem  records  that a new 
sess ion is  being s tarted, the 
tim e of the reques t, the 
equipm ent involved, and the 
user that initiated the 
sess ion

Session is 
in itiated, actor is  
able to at tem pt 
in itiat ing 
non-int rus ive and 
intrusive act ivities 
at the tool.
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Use Case – Enable Data Collection

Fab 
Intranet

Fab 
Intranet

Manufacturer 
Firewall

Supplier 
Firewall

Supplier 
Intranet

Supplier 
IntranetInternetInternet

Capability Taxonomy
Level 0: Connection

Basic remote connectivity with connection 
management.

Level 1: Collection and Control
Remote Performance Monitoring and 
Remote Operation

Level 2: Analysis
Automated Data Reporting and Analysis

Level 3: Prediction
Predictive Maintenance, Self Diagnosis, 
and Automated Notification

Level 4: Correlation
Cross-tool correlation

• Multi-platform

• Guaranteed Delivery

• Encrypt-able

• High Performance

Essential Criteria

Protocol Recommendation
• Evaluate XML on HTTP 

• CORBA Middleware

Pre-conditions: • Authenticated, authorized

Post-conditions: • Equipment data is published for off-
tool storage
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Use Case – Monitor Equipment Operation

Fab 
Intranet

Fab 
Intranet

Manufacturer 
Firewall

Supplier 
Firewall

Supplier 
Intranet

Supplier 
IntranetInternetInternet

Capability Taxonomy
Level 0: Connection

Basic remote connectivity with connection 
management.

Level 1: Collection and Control
Remote Performance Monitoring and 
Remote Operation

Level 2: Analysis
Automated Data Reporting and Analysis

Level 3: Prediction
Predictive Maintenance, Self Diagnosis, 
and Automated Notification

Level 4: Correlation
Cross-tool correlation

• Multi-platform

• Encrypt-able

• Graphics-capable

• Firewall-friendly

Essential Criteria

Protocol Recommendation
• HTTP on SSL (browser 
front end)

Pre-conditions: • Data collection is enabled

Post-conditions: • Supplier able to view equipment data 
in near-real time
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Emerging Topics

• Newly identified capability
– Access to supplier infrastructure from within factories (e.g., on-site 

field service engineer access)
– Addition to capability model

• Capability level 0
– Mobile access: explicit goal for e-diagnostics?

• Capability level 1 – Remote Tool Sessions
– For executing diagnostics applications on the tool, a remote 

console access model is less securable and auditable than an 
explicit diagnostic management application could be.  Will need to 
structure requirements to accommodate.
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Summary
• Active participation from ICM’s, suppliers, and 3rd party 

vendors

• Currently in 2nd iteration on system definition for 
capability Level 0 (+ Remote Tool Sessions)

– First iteration identified & detailed some use cases, recommended 
communication protocols

– Completed analysis on about 70% of identified use cases

• Goals are preliminary system requirements and design 
definition for (at least) Level 0 and Level 1

– Pre-work for SEMI standardization process


